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Description 

Field of The Invention 

[0001] This invention relates to on-line shopping sys- 
tem according to the preamble of claim 1. 

Description of the Related Art 

[0002] Conventionally, for on-line shopping using a 
computer network, users order products through a fac- 
simile machine or telephone. 

[0003] Fig. 20 shows a system configuration of a con- 
ventional on-line shopping. 

[0004] In Fig. 20, a user arbitrarily connects to a shop- 
ping mall A 1 03a offered by a store A 1 02a, a shopping 
mall B 103b offered by a store B 102b, or a shopping 
mall 1 03c offered by a store C 1 02c via a computer net- 
work 104 through a user system 105 (computer). Shop- 
ping is enabled by referring shopping data offered by 
each shopping mall on a computer screen. When the 
user decides which product to buy, the user will fill out 
the name of the product, the quantity of the product, and 
the name, address, and the phone number to which the 
product is to be delivered, and a method of payment for 
the product to be purchased, etc. in a prepared order 
form for the product. And, using a facsimile machine 
1 52, the written order form is sent to the pertinent store. 
When a facsimile machine is not available in the neigh- 
borhood of the user, the user calls up the pertinent store 
and tells the order data of the product to be purchased. 
It Is also possible to mail the written order form to the 
pertinent store. The order form is prepared in advance 
by outputting from a printer (not shown) provided with 
user system 105. The order form can be asked to be 
mailed from the store. For instance, store A 102a re- 
ceives an order from a user for product purchase. Store 
A 1 02a checks the payment method , and when the pay- 
ment is made with a credit card, the store conducts cred- 
it authorization check 1 26 of the product purchaser to a 
pertinent credit card company 1 06. After credit authori- 
zation check 126 is made, and if thecreditcard is proven 
to be valid, store A 102a performs delivery 123 of the 
ordered product to the product purchaser. The sales 
price is invoiced to the pertinent credit card company 
106 through sales invoice 126. In accordance with the 
invoice, the credit card company performs payment set- 
tlement 124 to store A 102a. Then a payment transfer 
125 is requested to the user who purchased the prod- 
ucts. 

[0005] In this way, products are ordered with a facsim- 
ile machine, telephone or by mail for the conventional 
on-line shopping. The leakage of the user card data was 
thus prevented. However, the user had to take trouble 
of filling out the order form or sending it through a fac- 
simile machine, telephone, or by mail. 
[0006] Fig. 21 shows a system configuration of anoth- 
er on-line shopping. 



[0007] In Fig. 21 , the user connects user system 1 05 
with computer network 1 04, and sends order data 1 53 
to store A 102a via computer network 104. In conven- 
tional embodiment 1 , an order form with written order 

s data is sent to store A 102a using facsimile machine 
152, telephone, or by mail. But in Embodiment 2, the 
user sends the order data to store A 1 02a via computer 
network 104. That is, when the payment method of the 
price is settled with a credit card, the card data runs on 

io computer network 104. When the above computer net- 
work 1 04 is the Internet, any user having the access au- 
thorization of the network can make an access. Because 
of this, there is a possibility of card data leakage. 

15 Problems to be Solved by the Invention 

[0006] The conventional on-line shopping system is 
configured as explained above. When the user performs 
ordering of a product to be purchased, the user has to 

20 therefore order the product by filling out the order con- 
tents in the order form and then order the product with 
a facsimile machine, telephone, or by mail. The order of 
products with a facsimile machine or telephone lacks in- 
stantaneousness. The order by mail, on the other hand, 

25 is disadvantageous in taking time for the order form to 
reach the store. When the order is made with a facsimile 
machine, the user has to take trouble of writing the order 
content in the orderform. The order over the telephone, 
on the other hand, is apt to cause order errors due to 

30 mishearing because the order is made through voice. 
[0009] In addition, when order data or card data is 
sent on the computer network, such as the Internet, to 
which the public can freely make an access, because 
any person other than the user who made the order can 

35 access the computer network, it has a problem of not 
being able to prevent the card data from getting leaked. 
[0010] Further, WO-A-95/16971 already discloses a 
system for the purchasing of goods over a computer net- 
work. In this system, merchant computers on the net- 

40 work maintain databases of advertisements that are ac- 
cessed by buyer computers. In response to user inquir- 
ies, buyer computers retrieve and display advertise- 
ments from merchant computers. The buyer computers 
allow the users to purchase a product described by an 

45 advertisement. A payment system performs payment 
authorization. The payment system obtains account au- 
thorizations from an external financial system. Payment 
orders are signed with authenticators. 
[0011] In this known system, an open market payment 

so server is only to transmit an approved result in response 
to an approval request from the user. Here, the infroma- 
tion is transmitted bidirectionally via a store server be- 
tween the user and the open market payment server and 
via the user between the store server and the open mer- 

55 ket payment server, respectively. For this reason, there 
is also a risk of information leakage in data transmission 
via a public network like the Internet. 
[0012] Finally, WO-A-95/1 2859 describes a bill pay 
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system wherein participating consumers pay bills to par- 
ticipating billers through a payment network. The con- 
sumers receive bills from billers and a unique biller iden- 
tification number. To authorize a remittance, aconsumer 
transmits to its bank, a bill pay order indicating a pay- s 
ment date, a payment amount, the consumer's account 
number with the biller, a source of funds and the biller 
identification number. The bank then submits a payment 
message to a payment network which assigns the biller 
reference numbers and forwards the payment message 
to the biller's bank. For settlement, the consumer's bank 
debits the consumer's account and is obligated to a net 
position with the payment network; likewise, the biller's 
bank receives a net position from the payment network 
and credits the biller's bank account. 
[0013] This invention is designed to solve the above 
mentioned problems. It is the object of this invention to 
achieve the on-line shopping system with which product 
order and its settlement can be conducted using a com- 
puter network without having any card data leaked and 
at real time. 

Summary of the Invention 

[0014] This object according to the invention issolved 
with an on-line shopping system comprising the features 
of claim 1 . Preferred embodiments of the system ac- 
cording to the invention are defined in the subclaims. 
The invention refers to an on-line shopping system com- 
prising: 

(a) a store system for memorizing a product data 
and providing a shopping mall for products via a 
shopping mall network, 

(b) a user system, for downloading the product data 
from the store system via the shopping mall net- 
work, and trasnmitting the product data, a product 
payment settlement data, and a user data, via a 
payment network based on a first protocol, 

(c) a service center for receiving the product data, 
the product payment settlement data, the user data, 
and requesting an approval of payment settlement 
via a credit authorization network based on a sec- 
ond protocol different from the first protocol, obtain- 
ing the approval of a payment settlement, and per- 
forming the payment settlement, 

(d) an approval center for receiving a request for 
approving the payment settlement from the service 
center via the credit authorization network, and ap- 
proving the payment settlement, 

wherein the shopping mall network is a network that can 
be acccessed from a third party, and the payment set- 
tlement network (6) is a network that is set exclusively 
between the user system (5) and the service center, and 
the credit authorization network is an existing network 
used for credit authorization, this system being charac- 
terized in that the user system transmits the product da- 



ta, payment settlement data, and the user date, not to 
the store system via the shopping mall network, but to 
the service center based on thefirst protocol via the pay- 
ment settlement network, that the service center re- 
ceives the product data, the product paymentsettelment 
data, and the user data based on the first protocol, 
changes at least the product payment settlement data 
among the received product data, the product payment 
settlement data, and the user data so as to be fitted to 
the second protocol, and requests the approval of the 
payment settlement to the approval center based on the 
second protocol via the credit authorization network, 
and obtains the approval, and distributes the product da- 
ta of which the payment settlement is approved, and the 
user data to the store system via a communication line, 
makes the store system receive the product data and 
the user data, and performs a delivery process of the 
product, that data transmitted between the user system 
and the store system via the shopping mall network is 
only product data being downloaded from the store sys- 
tem to the user system, and that the service center com- 
municates with the user system via the settlement net- 
work, the approval center via the credit authorization 
network, and the store system via the communication 
line, without using the shopping mall network. 
[001 5] In the payment settlement method, the step for 
requesting the approval of the payment settlement may 
further include a step of converting the received credit 
card data suitable to a predefined approval protocol pro- 
vided by the credit card company system. 
[0016] In the payment settlement method, the step for 
selecting the product may further include a step of se- 
lecting products from different shopping malls, and 
wherein the step for downloading may include a step of 
storing the data of products selected from different 
shopping malls in a same format. 
[001 7] In the payment settlement method, the method 
may further include the step of confirming a product to 
be purchased based on the product data downloaded 
between the downloading step and the transmitting 
step. 

[0018] In the payment settlement method, the method 
may further include step of corresponding one credit 
card data to the plurality of products selected from the 
different shopping malls between the above download- 
ing step and the transmitting step, and wherein the step 
for approving the payment settlement may include step 
of settling collectively for the plurality of products pur- 
chased based on one credit card data. 
[0019] In the payment settlement method, the method 
may further include step of connecting the user system 
to Internet as the shopping mall network to access the 
shopping mall. 

[0020] In the payment settlement method, the trans- 
mitting step may further include a step of generating a 
settlement network using a public line based on Point- 
to-Point Protocol. 
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Brief Explanation of the Drawings 

[0021] Other objects features, and advantages of the 
invention will be apparent from the following description 
when taken in conjunction with the accompanying draw- s 
ings. 

[0022] Fig. 1 is the system configuration showing an 
example of the on-line shopping system of this inven- 
tion. 

[0023] Fig. 2 is a flowchart showing the using proce- 
dure of the on-line shopping system of this invention. 
[0024] Fig. 3 is a flowchart showing the continuation 
of Fig. 2. 

[0025] Fig. 4 is a figure showing an example of a guide 
screen of the on-line shopping mall A of this invention. 
[0026] Fig. 5 is afigure showing an example of a prod- 
uct list screen of the on-line shopping mall A of this in- 
vention. 

[0027] Fig. 6 is a figure showing an example of a pur- 
chase product selection screen of this invention. 
[0028] Fig. 7 is a figure showing an example of a per- 
sonal data input screen to input the personal data of the 
user of this invention. 

[0029] Fig. 8 is a figure showing an example of a card 
data input screen to input the credit card data of the user 
of this invention. 

[0030] Fig. 9A and Fig. 9B are figures showing exam- 
ples of screens of the on-line shopping end of this in- 
vention. 

[0031] Fig. 10 is a figure showing the flow of received 
data of this invention. 

[0032] Fig. 11 is a figure showing the product flow of 
this invention. 

[0033] Fig. 12 is a figure showing the flow of the credit 
card data of this invention. 

[0034] Fig. 13 is a figure showing the money flow of 
this invention. 

[0035] Fig. 14 is a figure showing an example of the 
product data, seller data, and personal data of this in- 
vention. 

[0036] Fig. 15 is a figure showing the continuation of 
Fig. 14. 

[0037] Fig. 1 6 is a figure showing the credit card data, 
which is the object of the encipherment and decoding of 
this invention. 

[0038] Fig. 17 is a figure showing an encipherment ex- 
ample of this invention. 

[0039] Fig. 1 8 is a figure showing an encipherment ex- 
ample 2 of this invention. 

[0040] Fig. 19 is a figure showing encipherment ex- 
amples of 3, 4, 5 of this invention. 
[0041] Fig. 20 is a figure showing a system configu- 
ration of trie conventional on-line shopping system. 
[0042] Fig. 21 is a figure showing a system configu- 
ration of the conventional on-line shopping system. 



Description of the Preferred Embodiments 
Embodiment 1 . 

[0043] Embodiment 1 explains an example of the on- 
line shopping system using a settlement network for 
sending order data of the products. 
[0044] Fig. 1 is a system configuration showing an ex- 
ample of the on-line shopping system of this invention. 
[0045] In Fig. 1 , a store A system 2a of store A pro- 
vides users with shopping data by connecting shopping 
mall A 3a with computer network 4. Likewise, store B 
system 2b of store B and store C system 2c of store C 
connects shopping mall B 3b and shopping mall C 3c 
with computer network 4 respectively, to offer users with 
shopping data. The user, by connecting user system 5 
having a computer with computer network 4, and by re- 
ferring to the shopping data of the above shopping mall 
A 3a through shopping mall C 3c, can make an order for 
the product to be purchased. The settlement of the prod- 
uct to be purchased is performed by using a settlement 
network 6. Settlement network 6 connects user system 
5 with a service center 7, for instance, TCP/IP (Trans- 
mission Control Protocol/Internet Protocol) is adapted, 
and a public line is used. Service center 7 receives the 
order data of the product data, personal data, and pay- 
ment settlement data 21 from user system 5. Service 
center 7 sends the payment settlement data concerning 
the payment to an approval center 1 3, a credit card com- 
pany. When an approval has been given by approval 
center 1 3, service center 7 sends the product data, per- 
sonal data 22 for the product delivery to the pertinent 
store. At each store system 2a to 2c, conducts delivery 
23 of the ordered product to the user in accordance with 
the product data, personal data 22 received from service 
center 7. Service center 7, for instance, issues a sales 
invoice 27 to approval center 13 by accumulating the 
sales amount every month. Based on the sales invoice 
27 received from service center 7, approval center 13 
makes a payment for service center 7 (it is a payment 
collection 28 when viewed from service center 7). Serv- 
ice center 7 makes the payment to each store using the 
collected money. Furthermore, approval center 1 3 re- 
quests payment transfer 25 to the user. 
[0046] Although shown only one in the figure, service 
center 7 is connected to a plurality of approval centers 
13 (two or more credit card companies). 
[0047] A conceptual flow of the on-line shopping sys- 
tem is as explained as above. Each store system 2a to 
2c, user system 5, service center 7, and approval center 
13 have the each processing unit as explained below to 
enable the above processing. 

[0048] Each store system 2a to 2c is provided with a 
delivery processing unit 19. This delivery processing 
unit 19 is provided with, for instance, a personal com- 
puter or a business terminal. As delivery processing unit 
1 9 outputs a delivery instruction based on the product 
data, personal data 22 received from service center 7, 
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each store performs product delivery 23 to the user ac- 
cording to the delivery instruction. For instance, the 
product is delivered by mail packaging orparcel service. 
[0049] User system 5 is provided with a product se- 
lection unit 8, a downloading unit 9, a product confirma- 5 
tion unit 1 0, transmission unit 1 1 , and an encipherment 
unit 1 2. Thef ive processing units are configured by com- 
bining hardware or one or more programs that run on a 
computer. The user sets an environment that enables 
activation and execution of the above programs on user 
system 5. The user can buy a program stored in a floppy 
disk or compact disk for the above programs. Or a store 
system 2a to 2c can send such a floppy disk or compact 
disk to the user by direct mail. 

[0050] Functions of the above five processing units 
are explained below one by one. 
[0051] Product selection unit 8 makes an access to 
shopping mall A 3a through shopping mall C 3c via com- 
puter network 4, and selects a product to purchase by 
referring to the product data provided by shopping mall 
A 3a through shopping mall C 3c. Also, download unit 
9 stores the data of the product desired by a user to be 
purchased through product selection unit 8 in a hard disk 
provided with the computer of user system 5. 
[0052] Then, product confirmation unit 10 finally 
makes the user to decide which product to buy among 
the products the user desired to purchase from shop- 
ping mall A 3a through shopping mall C 3c using product 
selection unit 8. Also, it makes the user to input the per- 
sonal data of the user and credit card data to be used 
as the payment settlement data. Transmission unit 11 
sets a settlement network 6 between service center 7 to 
send the product data, personal data, payment settle- 
ment data 21 from user system 5 to service center 7 via 
settlement network 6. To improve security in transmitting 
the product data, personal data, and payment settle- 
ment data to the service center from transmission unit 
11, encipherment unit 12 ciphers the above data. 
[0053] Service center 7 is provided with a decoding 
unit 14, a distribution unit 15, and an accumulation unit 
16. Decoding unit 14 decodes enciphered product data, 
personal data, and payment settlement data 21 re- 
ceived from user system 5 via a payment network 6. 
Service center 7 performs credit authorization check of 
the user who does on-line shopping to the correspond- 
ing approval center 13 by credit authorization check 26. 
Distribution unit 15 transmits the product data and per- 
sonal data 22 among the order data approved by the 
approval center 1 3 for settlement out of the product da- 
ta, personal data, and payment settlement data 21 re- 
ceived from user system 5 via settlement network 6 to 
shop systems 2a to 2c. Service center 7 is connected 
to the personal computers (hereinafter referred to as the 
PC) of shop systems 2a to 2c via communication line. 
Shop systems 2a to 2c are provided with a delivery 
processing unit 19, respectively, and outputs a delivery 
instruction. 

[0054] Accumulation unit 16, for instance, summing 



up total sales amount to make an invoice for each of 
approval centers 13 once a month. Service center 7 in- 
voices each approval center 1 3 according to the sales 
amount summed up by accumulation unit 16 as sales 
invoice 27. Approval center 13 is provided with a pay- 
ment collection unit 17. Payment collection unit 17 re- 
quests payment transfer 25 of the amount purchased to 
the user who has done on-line shopping. This payment 
transfer 25 uses the conventional payment system for 
credit cards developed by credit card companies. 
[0055] Fig. 2 is a flowchart showing the using proce- 
dure of the on-line shopping system of this invention. 
[0056] Fig. 3 continues from Fig. 2 and is a flowchart 
showing the using procedure of the on-line shopping 
system of this invention. 

[0057] Fig. 4 is a figure showing an example of infor- 
mation screen of a shopping mall A of this invention. 
[0058] Information screen 30 is a guide screen dis- 
played on the PC display screen initially when the user 
connects the PC to shopping mall A 3a of the store A 
system 2a via computer network 4. Information screen 
30 is the screen explaining the using method of shop- 
ping mall A 3a for on-line shopping to the user. 
[0059] Fig. 5 is a figureshowing an example of a prod- 
uct list screen for shopping mall A of this invention. 
[0060] A product list screen 31 is a screen showing 
the list of products on market at shopping mall A 3a. The 
user selects the product that the user wishes to buy by 
a click of the MARK button, by referring to product list 
screen 31 . This work is performed by product selection 
unit 8. 

[0061] Fig. 6 is a figure showing an example of pur- 
chase product selection screen of this invention. 
[0062] Purchase product selection screen 32 displays 
data of products the user wished to purchase on product 
list screen 31 . This example also displays the data of 
the products purchased when the user went on-line 
shopping before. The user once again selects and con- 
firms the products to be purchased among the product 
list displayed on purchase product selection screen 32. 
This selection operation of the product is performed by 
product confirmation unit 10. 

[0063] Fig. 7 is a figure showing an example of a 
screen for inputting personal data of the user of this in- 
vention. 

[0064] The user inputs personal data such as name 
or address to a personal data entry screen 33. 
[0065] Fig. 8 is a figure showing an example of a 
screen for inputting credit card data of the user of this 
invention. 

[0066] The user performs an input of credit card data 
with which to settle payment to card data entry screen 
34. 

[0067] Fig. 9A and Fig. 9B are the figures showing ex- 
amples of screens for finishing on-line shopping of this 
invention. 

[0068] On the screen of Fig. 9A, when the OK button 
is clicked by the mouse, user system 5 enciphers the 
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product data, personal data, payment settlement data 
(credit card data) by encipherment unit 12. Then, it 
transmits the product data, personal data, and payment 
settlement data 21 to service center 7 via payment net- 
work 6 by transmission unit 11. And, after the product s 
data, personal data, and payment settlement data 21 
have been sent to service center 7 and the use of the 
credit card is approved, a screen of Fig. 9B is displayed, 
notifying that the on-line shopping has been completed. 
[0069] Fig. 1 0 is a figure showing the flow of ordered 
data of this invention. 

[0070] With this invention, ordered product data is 
sent to a business terminal or the PCs of each shop from 
the service center as shown in Fig. 10. 
[0071] Fig. 11 is a figure showing the flow of products 
of this invention. 

[0072] With this invention, the product is delivered 
from each shop to the user as shown in Fig. 11 . 
[0073] Fig. 12 shows a figure showing the flow of cred- 
it card data of this invention. 

[0074] With this invention, as shown in Fig. 12, the 
credit card data passes through the service center from 
the user computer, and sent to the card company via the 
CAFIS network. Because of this, the credit card data of 
the user can be sent to the card company the user using 
without passing over the internet. 
[0075] The CAFIS is an acronym for Credit And Fi- 
nance Information Switching System. It means the cred- 
it on-line system for shared use developed by NTT (Nip- 
pon Telegraph and Telephone) Corporation. 
[0076] Fig. 1 3 is a figure showing the flow of payment 
of this Invention. 

[0077] As shown in Fig. 13, the service center sends 
the payment collected from the credit card companies 
to each shop. 

[0078] Figs. 14 and 15 are figures showing the data 
sent from the user system to the service center of this 
invention. 

[0079] Next, according to the flowcharts of Fig. 2 and 
Fig. 3, the procedure of on-line shopping of this inven- 
tion is explained. 

[0080] The procedure of on-line shopping is explained 
below wherein the computer network 4 is the Internet. 
The Internet refers to the network among public organ- 
izations based on the TCP/IP. Approval center 13 is var- 
ious kinds of credit card companies. 
[0081 ] It is possible to configure user system 5 of this 
invention with a computer and one or more programs 
for ordering products. The above-mentioned program is 
a program having functions of product selection unit 8, 
download unit 9, product confirmation unit 10, transmis- 
sion unit 11, and encipherment unit 12. Also, it is as- 
sumed that the programs with which to order the prod- 
ucts memorized in a floppy disk or CD-ROM are to be 
set ready on the user computer. 
[0082] First of all, the user connects the user compu- 
ter to the Internet or computer network 4 for starting a 
session and on-line shopping. Then, the user selects a 



mall in which to do shopping, out of shopping mall A 3a 
to shopping mall C 3c offered by shop system 2a to 2c, 
and connects the user computer to the shopping mall 

(51) . Connection to the Internet and connection to shop- 
ping malls use the same method with the regular con- 
nection method of on-line shopping of Internet. For in- 
stance, when the user selects shopping mall A 3a, the 
information screen 30 for shopping mall A of Fig. 4 is 
displayed on the user computer. Then, the user lets 
product list screen 31 displayed from shopping mall A, 
to select which products to buy. Selection of products is 
performed by a clicking the mouse at the MARK button 

(52) . Processing of the above S2 is performed by prod- 
uct selection unit 8. When the MARK button is clicked, 
download unit 9 fetches the product data of the product 
the user wanted to buy at the above S2 from the product 
data base provided for shop A system 2a. The seller da- 
ta shown in Figs. 14 and 15 also included in the product 
data and downloaded. Download unit 9 stores the re- 
ceived product data into a hard disk provided for the user 
computer. The product data shown in Figs. 14 and 15 is 
an example of downloaded data by download unit 9. To 
select more products to buy from the same shopping 
mall, repeat the above steps from S2 to S3 (S4). To se- 
lect a product to buy by connecting another shopping 
mall, the user calls up another shopping mall and repeat 
the above steps from S1 to S3 (S4). The download unit 
downloads and stores the product data with same for- 
mat as shown in Figs. 1 4 and 1 5 even when the product 
data is downloaded from othershopping malls. After fin- 
ishing selection of all products the user wants to pur- 
chase (S3), the user finishes the session with the Inter- 
net (S5). 

[0083] After finishing the session with the Internet 
(S5), a routine or another program that has the above 
product confirmation unit 10, transmission unit 11, and 
encipherment unit 12 is activated. The above program 
can be stored anywhere in a floppy disk, CD-ROM, or 
hard disk. When a program provided with product con- 
firmation unit 10, transmission unit 11, and encipher- 
ment unit 12 is started, purchase product selection 
screen 32 is displayed on the user computer. On the pur- 
chase product selection screen 32, product data down- 
loaded and stored in a hard disk by download unit 9 is 
displayed. On purchase product selection screen 32, 
products purchased previously through on-line shop- 
ping are also displayed besides the product that the user 
wants to purchase this time by the on-line shopping via 
the Internet. This is because download unit 9 downloads 
and stores new purchasing product data adding to the 
product data purchased in the past through on-line 
shopping without deleting them. It is possible to delete 
product data purchased by the past by downloading new 
product data. On purchase product selection screen 32, 
for instance, it is assumed that a purchase of T shirts 
was made on October 15, 1995. It is possible that the 
user wants to purchase a T shirt again on November 1 , 
1995. The user confirms the product to purchase this 
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time on purchase product selection screen 32 (S6). The 
confirmation method is to move the cursor to the product 
to be purchased, and click the mouse, then move the 
cursor to the purchase button in the center of purchase 
product selection screen 32 and then click the mouse, s 
The user can confirm the selection of the products from 
the different shopping malls by the purchase product se- 
lection screen 32. Above operation is a process imple- 
mented by product confirmation unit 10. After finishing 
the selection of products to purchase, the user clicks the 
TRANSMIT button on purchase product selection 
screen 32. Then, personal data input screen 33 of Fig. 
7 is displayed on the computer. The user inputs the per- 
sonal data (S7) according to the input guide on personal 
data input screen 33. When personal data has been in- 
put and the user clicks the OK button on personal data 
entry screen 33, a card data entry screen 34 of Fig. 8 is 
displayed on the computer. The user inputs the credit 
card data with which to make payment according to the 
input guide on card data entry screen 34 (S8). With the 
format shown in Figs. 14 and 15, the personal data and 
the credit card data are copied and appended to each 
product data of the confirmed products by the product 
confirmation units. Accordingly, one credit card data can 
be used for the different products from the same or dif- 
ferent shopping malls. When the user clicks the OK but- 
ton on card data entry screen 34, the screen of Fig. 9A 
' is displayed for the reconfirmation of product purchase. 
When the OK button is clicked on the screen of Fig. 9A, 
the user system 5 (the program that makes product or- 
der) automatically calls service center 7, sets settlement 
network 6 to transmit product data, personal data, and 
payment settlement data (credit card data) 21 to service 
center 7. The transmission is performed, for example, 
by point-to-point protocol (PPP) via settlement network 
6 using the public line which the third party cannot ac- 
cess. 

[0084] Figs. 1 4 and 1 5 show the product data (includ- 
ing seller data), personal data, payment settlement data 
(credit card data) 21 which user system 5 sends to serv- 
ice center 7. 

[0085] In Fig. 15, although E-MAIL ADDRESS is not 
included in personal data entry screen 33, E-MAIL AD- 
DRESS can be added to personal data entry screen 33 
as an input item. Input items can be changed arbitrarily 
based on the needs of credit card companies or shops. 
The seller data of Fig. 14 and Fig. 15 may be download- 
ed by the database shop systems 2a to 2c when the 
session with the Internet is cut by the user. Or, it may be 
downloaded by the database shop systems 2a to 2c 
when the data is transferred from user system 5 to serv- 
ice center 7. When the transmission ends normally, and 
the approval of card use is confirmed by service center 
7, the screen of Fig. 9B is displayed on the user com- 
puter. 

[0086] The above steps from S1 to S8 are the portion 
the user is directly involved in on-line shopping. The 
processing explained below at S10 relates to service 



center 7, approval center 13, and each shop system 2a 
to 2c. 

[0087] The product data, personal data, and payment 
settlement data 21 shown in Fig. 14 and Fig. 15 are the 
data before they are enciphered by encipherment unit 
12. 

[0088] Service center receives the product data, per- 
sonal data, and payment settlement data 21 via settle- 
ment network 6 (S10). Because the product data, per- 
sonal data, and payment settlement data 21 have been 
enciphered, service center 7 decodes them to original 
data by decoding unit 14. The encipherment method 
and decoding method is explained in detail in Embodi- 
ment 2. Based on the decoded product data, personal 
data, and payment settlement data 21 , service center 7 
then checks credit authorization of the user to approval 
center 13 (S11). 

[0089] As described the download unit downloads the 
product data with the same format from a plurality of dif- 
ferent shopping malls, the transmission unit transmits 
one card data as the payment settlement data for the 
plurality of products downloaded from the plurality of dif- 
ferent shopping malls. As the result, the service center 
requests the approval center to collectively settle the 
plurality of products with one credit card data. 
[0090] Approval center 13 of this invention is a credit 
card company. Among the product data, personal data, 
and payment settlement data 21 , service center 7 gets 
data necessary for credit authorization check, and 
sends the credit authorization data to approval center 
13, which is a corresponding credit card company, via 
the CAFIS network to check credit authorization 26. The 
CAFIS has the protocol which a plurality of credit card 
companies commonly use for checking credit authoriza- 
tion from the credit authorization checking terminal in- 
stalled in the contract shop. Upon receiving data via 
TCP/IP from user system 5, service center 7 converts 
necessary data into the data that suits the protocol used 
by the CAFIS for credit authorization check. Approval 
center 1 3 or a credit card company returns the result of 
credit authorization check 26 to service center 7. (The 
returning of the result of credit authorization check from 
approval center 1 3 to service center 7 is not shown in 
Fig. 1.) If approval is not given as the result of credit 
authorization check (S1 2), service center 7 notifies user 
system 5 via settlement network 6 at real time that shop- 
ping can not be done (S1 7) . When notified that shopping 
cannot be done, the user will retry the above steps from 
S6 to SB if he or she has another credit cards so that 
payment for the product can be changed to a different 
credit card. Then again, product data, personal data, 
and payment settlement data 21 are sent to service 
center 7. If there is no other credit card, it is not possible 
to purchase the product. Therefore, the order content is 
filled out the orderform, and the product can be ordered 
to the pertinent shop by facsimile machine, or tele- 
phone, or mail. 

[0091] When approved by approval center 13 (S12), 
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service center 7 notifies the user system of the comple- 
tion of order processing for the shopping (S13). Com- 
pletion of notification is done by displaying screen 
shown in Fig. 9(B) on the computer screen of user sys- 
tem 5. 

[0092] When approved by approval center 13 (S12), 
among the product data, personal data, and payment 
settlement data 21 received from user system 5, service 
center 7 also notifies the pertinent shop systems 2a to 
2c of the product data and personal data (product data, 
personal data 22 of Fig. 1) (S14). After receiving the 
product data and personal data 22 from service center 
7, the shop system outputs order instruction by delivery 
processing unit 19 and delivers the ordered product to 
the user (product delivery 23 in Fig. 1 ) (S20). At this time, 
if delivery method or delivery fee of the product is stored 
in the product data for each product, the delivery 
processing can be promptly performed by referring to 
the delivery method or delivery fee. 
[0093] Moreover, service center 7 invoices for the 
payment to approval center 1 3 (sales invoice 27 in Fig. 
1 ) (S1 5). Because there are normally two or more credit 
card companies to which the payment for the product is 
made, the service center sums up the prices to be in- 
voiced for each credit card company by accumulation 
unit 16. Sales invoice 27 is also sent on-line via the CA- 
FIS similarly to credit authorization check 26. Or output- 
ting on a magnetic tape is also possible for off-line in- 
voice. Receiving sales invoice 27, approval center 13 
makes payment to service center 7 (payment collection 
28 in Fig. 1) (S21). Furthermore, approval center 13 re- 
quests payment transfer 25 to the user by payment col- 
lection unit 17 (S22). After collecting payments from ap- 
proval center 1 3, service center 7 performs payment 24 
to the shop (S16). 

[0094] The on-line shopping of this invention is real- 
ized by the above procedure. The shop system receives 
payment from the credit card companies via the service 
center just like the ordinary payment caused by shop- 
ping with a credit card. 

[0095] Because the product data or personal data is 
sent from service center 7 to the business terminal of 
each shop system as shown in Fig. 1 0, the above data 
can be fetched into the system of sales processing and 
so on of each shop system. 

[0096] If the data regarding product delivery or the da- 
ta for delivery fee and so on is stored in the product data, 
each shop system can promptly and efficiently perform 
delivery business by using these data. 
[0097] lnsendingcreditcarddata(and personaldata) 
as the payment settlement data from the user system to 
the service center, the leakage of credit card data can 
be prevented because sending is performed via a ded- 
icated settlement network 6. 

[0098] Furthermore, security can be more improved 
because payment settlement data is enciphered. This 
helps resolve the leakage of credit card data which has 
been causing a problem forthe on-line shopping via the 



Internet so far. 

[0099] In addition, the credit card data is sent to the 
credit card companies which are the approval centers, 
from the service center via the CAFIS. For the credit 
5 card companies, the flow is the same as the normal flow 
for receiving credit card data for shopping with a credit 
card even though the service center exists between the 
users and the credit card companies. 
[0100] As shown in Fig. 13, the payment is performed 
from the credit card companies to each shop via the 
service center. But, because the payment is done by the 
settlement among banks, the payment flow is the same 
as the normal payment flow for shopping with a credit 
card for both the credit card companies and shops even 
though the service center exist between the credit card 
companies and shops. 

Embodiment 2. 

[0101] In this Embodiment 2, the encipherment meth- 
od for encipherment unit 12 and the decoding method 
for decoding unit 14 of the above Embodiment 1 will be 
explained. 

[0102] Fig. 16 is a figure showing an example of data 
to be enciphered and decoded, and data contents. 
[01 03] With this embodiment, among the product da- 
ta, personaldata, payment settlement data 21 sent from 
user system 5 to service center 7, especially the credit 
number, password code, and credit card expiration are 
enciphered as the credit card data. 
[0104] Fig. 17 through Fig. 1 9 are the figures explain- 
ing examples of enciphering credit card data. 
[0105] Examples of encipherment shown in Fig. 17 
through Fig. 19 are explained. The credit card data to 
be enciphered is, as shown in (A) of Fig. 16, the credit 
number, password code, and credit card expiration. And 
as shown in (B) of Fig. 1 6, the credit number is 1 6 digits 
of 1234567B90 123456. The password code is 4 digits 
of 2468. The credit card expiration is 4 digits of 9903, 
which indicates that it can be used until March 1999. 
[0106] First, the encipherment example 1 shown in 
Fig. 17 is explained. 

[0107] The encipherment example 1 shown in (A) of 
Fig. 1 7 shows scrambling credit card data, and concate- 
nating random number 1 generated by encipherment 
unit 12 to the scrambled 24-digit credit card data so as 
to send it to service center 7 as the credit card data. The 
method of scrambling the above credit card data is as 
shown in (B) of Fig. 1 7. Of the 24-digit credit card data, 
the first digit is sifted to the second digit, the second digit 
is shifted to the third digit, and the third digit is shifted to 
the fourth digit. In this way, digits are shifted one by one 
from left to right, and the 24th digit is shifted to the first 
digit. The credit card data enciphered in encipherment 
example 1 is decoded to the original data by decoding 
unit 1 4 of service center 7. The decoding method is, first 
of all, remove random number 1 from the credit card da- 
ta including the received random number 1 . Then, the 
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first digit of the credit card data is sifted to the 24th digit, 
the second digit is shifted to the first digit, and the third 
digit is shifted to the second digit, and the fourth digit is 
shifted to the third digit. In this way, the original credit 
card data is restored by shifting digits from right to left 
one by one. 

[0108] Forenciphermentexample2of Fig. 18,24-dig- 
it credit card data , five digits of random n umber 1 , in total 
29 digits are scrambled and sent to service center 7. 
The scramble method is as shown in (B) of Fig. 1 8. The 
first digit is shifted to the second digit, the second digit 
is shifted to the third digit, and the third digit is shifted to 
the fourth digit. Then, 28th digit is shifted to the 29th 
digit, and the 29th digit is shifted to the first digit. In this 
way, 29-digit data including the credit card data and ran- 
dom number 1 are shifted one by one from left to right. 
The decoding method of decoding unit 14 at service 
center 7 is to restore the received credit card data in- 
cluding random number 1 into the original data with the 
method opposite to the scramble method shown in (B) 
of Fig. 1 8. First of all, the first digit is shifted to the 29th 
digit, the second digit is shifted to the first digit, the third 
digit is shifted to the second digit, and the fourth digit is 
shifted to the third digit. In this way, when the 29-digit 
credit card data including random number 1 is shifted 
one by one from right to left, the original 29-digit data is 
restored. When the 29-digit credit card data including 
random number 1 is restored, the 24-digit credit card 
data is taken out by removing five digits from the right, 
which are random number 1 , out of the 29 digits. 
[0109] For encipherment example 3 of (A) of Fig. 19, 
random number 1 and random number 2 are concate- 
nated to the scrambled credit card data and sent to serv- 
ice center 7. The method of scrambling the credit card 
data of encipherment example 3 is the same as the 
scramble method of the credit card data of encipher- 
ment example 1 . For encipherment example 4 shown in 
(B) of Fig. 1 9, 24-digit credit card data and five digits of 
random number 1 , in total 29 digits, are scrambled, and 
random number 2 is concatenated. The method of 
scrambling 24-digit credit card data and five digits of ran- 
dom number 1, in total 29 digits, is the same as the 
scramble method of the above encipherment example 
2. Furthermore, for encipherment example 5 of (C) of 
Fig. 1 9, 24-digit credit card data, 5-digit random number 
1 , and 6-digit random number 2, in total 35 digits are 
scrambled and sent to service center 7. 
[0110] In this embodiment 2, encipherment example 
1 to 5 were explained. However, the above examples 
are only examples, and do not limit the methods of en- 
cipherment and decoding. 

[0111] In this way, by enciphering and sending the 
credit card data to the service center, moreover, by run- 
ning the credit card data on the settlement network 
which is a dedicated line, security is further improved 
effectively. 

[0112] Having thus described several particular em- 
bodiments of the invention, various alterations, modifi- 



cations, and improvements will readily occur to those 
skilled in the art, Such alterations, modifications and im- 
provements are intended to be part of this disclosure, 
and are intended to be within the scope of the invention. 
5 Accordingly, the foregoing description is by way of ex- 
ample only, and not intended to be limiting. The inven- 
tion is limited only as defined in the following claims. 



io Claims 

1 . An on-line shopping system (1 ), comprising: 

(a) a store system (2a-2c) for memorizing prod- 
's uct data and providing a shopping mall (3a-3c) 

for products via a shopping mall network (4), 

(b) a user system (5) , for downloading the prod- 
uct data from the store system (2a-2c) via the 
shopping mall network (4), and transmitting the 

20 product data, a product payment settlement da- 

ta, and a user data, via a payment network (6) 
based on a first protocol, 

(c) a service center (7), for receiving the prod- 
uct data, the product payment settlement data, 

25 the user data, and requesting an approval of 

payment settlement via a credit authorization 
network based on a second protocol different 
from the first protocol, obtaining the approval of 
a payment settlement, and performing the pay- 

30 ment settlement, 

(d) an approval center (13) for receiving a re- 
quest for approving the payment settlement 
from the service center via the credit authoriza- 
tion network, and approving the payment set- 

35 tlement, 

wherein the shopping mall network (4) is a network 
that can be accessed from a third party, and the pay- 
ment settlement network (6) is a network that is set 
40 exclusively between the user system (5) and the 
service center (7), and the credit authorization net- 
work is an existing network used for credit authori- 
zation, 

characterized in that 

45 

the user system (5) transmits the product data, 
payment settlement data, and the user data, 
not to the store system (2a-2c) via the shopping 
mall network (4), but to the service center (7) 
so based on the first protocol via the payment set- 

tlement network (6), 

that the service center (7) receives the product 
data, the product payment settlement data, and 
the user data based on the first protocol, chang- 
55 es at least the product payment settlement data 

among the received product data, the product 
payment settlement data, and the user data so 
as to be fitted to the second protocol, and re- 
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lecting the payment based on the card data. 

7. the on-line shopping center of claim 6, 

characterized In that the service center (7) further 
s includes an accumulation unit (1 6) for summing up 
amounts of the payment settlement based on the 
card data in correspondence with each of the plu- 
rality of the approval centers (13). 

10 8. The on-line shopping system of claim 1 , 

wherein the shopping mall network (4) is Internet. 



Patentanspriiche 

15 

1. On-line-Einkaufssystem (1), welches aufweist: 



quests the approval of the payment settlement 
to the approval center (1 3) based on the second 
protocol via the credit authorization network, 
and obtains the approval, and distributes the 
product data of which the payment settlement 
is approved, and the user data to the store sys- 
tem (2a-2c) via a communication line, makes 
the store system (2a-2c) receive the product 
data and the user data, and performs a delivery 
process of the product, 

that data transmitted between the user system 

(5) and the store system (2a-2c) via the shop- 
ping mall network (4) is only product data being 
downloaded from the store system (2a-2c) to 
the user system (5), and 

that the service center (7) communicates with 
the user system (5) via the settlement network 

(6) , the approval center (13) via the credit au- 
thorization network, and the store system (2a- 
2c) via the communication line, without using 
the shopping mall network (4). 

2. The on-line shopping system of claim 1 , 
characterized in that the user system (5) includes 
an encipherment unit (12) for enciphering at least a 
part of the selected product data, the payment set- 
tlement data, and the personal data, and that the 
service center (7) includes a decoding unit (1 4) for 
decoding the enciphered part of the selected prod- 
uct data, the payment settlement data, and the per- 
sonal data. 

3. The on-line shopping system of claim 1 , 
characterized in that the user system (5) transmits 
the card as the the payment settlement data, and 
wherein the approval center (1 3) approves the pay- 
ment settlement based on the card data. 

4. The on-line shopping system of claim 3, 
characterizing in that the download unit (9) down- 
loads the product data with the same format from a 
plurality of different shopping malls (3a-3c), the 
transmission unit (11) transmits one card data as 
the payment settlement data for the plurality of 
products downloaded from the plurality of different 
shopping malls (3a-3c), and that the service center 
(7) requests the approval center (1 3) to collectively 
settle the plurality of products with one card data. 



(a) ein Speichersystem (2a - 2c) zum Speichem 
von Produktdaten und Vorsehen eines Ver- 
20 kaufsangebotes (3a - 3c) fiir Produkte uber ein 

Verkaufsangebots-Netzwerk (4), 



(b) ein Benutzersystem (5) zum Herunterladen 
der Produktdaten aus dem Speichersystem (2a 

25 - 2c) uber das Verkaufsangebots-Netzwerk (4) 

und Ubertragen der Produktdaten sowie von 
Produktbezahlungs-Regelungsdaten und Be- 
nutzerdaten iiber ein Bezahlungsnetzwerk (6) 
auf der Grundlage eines ersten Protokolls, 

30 

(c) ein Dienstleistungszentrum (7) zum Emp- 
fang der Produktdaten, der Produktbezah- 
lungs-Regelungsdaten und der Benutzerdaten, 
und zum Anfordern einer Genehmigung der 

35 Bezahlungsregelung iiber ein Kreditautorisie- 

rungs-Netzwerk auf der Grundlage eines zwei- 
ten, gegenuber dem ersten Protokoll unter- 
schiedlichen Protokolls, Erhalten der Genehmi- 
gung einer Bezahlungsregelung und Durchfuh- 

40 ren der Bezahlungsregelung, 

(d) ein Genehmigungszentrum (13) zum Emp- 
fang einer Anforderung zur Genehmigung der 
Bezahlungsregelung von dem Dienstleistungs- 

45 zentrum uber das Kreditautorisierungs-Netz- 

werk und zum Genehmigen der Bezahlungsre- 
gelung, 

worin das Verkaufsangebots-Netzwerk (4) ein 
so Netzwerk ist, auf das von einer dritten Partei zuge- 
griffen werden kann, und das Bezahlungsrege- 
lungs-Netzwerk (6) ein Netzwerk ist, das aus- 
schlieBlich zwischen dem Benutzersystem (5) und 
dem Dienstleistungszentrum (7) vorgegeben ist, 
55 und das Kreditautorisierungs-Netzwerk ein beste- 
hendes Netzwerk ist, das fiir die Kreditautorisierung 
verwendet wird, 

dadurch gekennzeichnet, daB 



5. The on-line shopping system of claim 4, 
characterized In that the user system (5) further 
includes a product confirmation unit (1 0) for select- 
ing a product to be purchased from the downloaded 
products. 

6. The on-line shopping system of claim 1 , 
characterized in that the approval center (13) fur- 
ther includes a payment collection unit (1 7) for col- 
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das Benutzersystem (5) die Produktdaten, Be- 
zahlungsregelungsdaten und Benutzerdaten 
nicht uber das Verkaufsangebots-Netzwerk (4) 
zu dem Speichersystem (2a - 2c), sondern auf 
der Grundlage des ersten Protokolls uber das 5 
Bezahlungsregelungs-Netzwerk (6) zu dem 
Dienstleistungszentrum (7) iibertragt, 
daB das Dienstleistungszentrum (7) die Pro- 
duktdaten, die Produktbezahlungs-Regelungs- 
daten und die Benutzerdaten auf der Grundla- io 
ge des ersten Protokolls empfangt, zumindest 
die Produktbezahlungs-Regelungsdaten von 
den empfangenen Produktdaten, den Produkt- 
bezahlungs-Regelungsdaten und den Benut- 
zerdaten so andert, daB sie dem zweiten Pro- *5 
tokoll angepaBtsind, und dieGenehmigung der 
Bezahlungsregelung von dem Genehmigungs- 
zentrum (13) auf der Grundlage des zweiten 
Protokolls uber das Kreditautorisierungs-Netz- 
werk anfordert und die Genehmigung erhalt, 20 
und die Produktdaten, fur die die Bezahlungs- 
regelung genehmigt ist, und die Benutzerdaten 
uber eine Kommunikationsleitung zu dem Spei- 
chersystem (2a - 2c) verteilt, bewirkt, dal3 das 
Speichersystem (2a - 2c) die Produktdaten und 25 
die Benutzerdaten empfangt, 
und einen Lieferungsvorgang fiir das Produkt 
durchftihrt, 

daB die zwischen dem Benutzersystem (5) und 
dem Speichersystem (2a - 2c) uber das Ver- 30 
kaufsangebots-Netzwerk (4) ubertragenen Da- 
ten nur Produktdaten sind, die von dem Spei- 
chersystem (2a - 2c) zu dem Benutzersystem 
(5) heruntergeladen werden, und 
daB das Dienstleistungszentrum (7) uber das 35 
Kreditautorisieaings-Netzwerk mit dem Ge- 
nehmigungszentrum (13) und uber die Kom- 
munikationsleitung mit dem Speichersystem 
(2a - 2c) kommuniziert, ohne das Verkaufsan- 
gebots-Netzwerk (4) zu benutzen. *° 

On-line-Verkaufssystem nach Anspruch 1 , 
dadurch gekennzeichnet, daB das Benutzersy- 
stem (5) eine Verschliisselungseinheit (12) enthalt 
zum Verschliisseln mindestens eines Teils der aus- « 
gewahlten Produktdaten, der Bezahlungsrege- 
lungsdaten und der personlichen Daten, und daB 
das Dienstleistungszentrum (7) eine Decodierein- 
heit enthalt zum Decodieren des verschliisselten 
Teils der ausgewahlten Produktdaten, der Bezah- so 
lungsregelungsdaten und der personlichen Daten. 

On-line-Verkaufssystem nach Anspruch 1, 
dadurch gekennzeichnet, daB das Benutzersy- 
stem (5) die Karte als die Bezahlungsregelungsda- 55 
ten iibertragt und worin das Genehmigungszentrum 
(1 3) die Bezahlungsregelung auf der Grundlage der 
Kartendaten genehmigt. 



4. On-line-Verkaufssystem nach Anspruch 3, 
dadurch gekennzeichnet, daB die Herunterla- 
dungseinheit (9) die Produktdaten mit demselben 
Format von mehreren unterschiedlichen Verkaufs- 
angeboten (3a - 3c) herunterladt, die Ubertragungs- 
einheit (11) die Daten einer Karte als die Bezah- 
lungsregelungsdaten fur die mehreren von den 
mehreren unterschiedlichen Verkaufsangeboten 
(3a - 3c) heruntergeladenen Produkten iibertragt, 
und dal3 das Dienstleistungszentrum (7) von dem 
Genehmigungszentrum (13) verlangt, die Bezah- 
lung gemeinsam fiir die mehreren Produkte mittels 
der Daten einer Karte zu regeln. 

5. On-line-Verkaufssystem nach Anspruch 4, 
dadurch gekennzeichnet, daB das Benutzersy- 
stem (5) weiterhin eine Produktbestatigungseinheit 
(10) zur Auswahl eines zu kaufenden Produkts aus 
den heruntergeladenen Produkten enthalt. 

6. On-line-Verkaufssystem nach Anspruch 1 , 
dadurch gekennzeichnet, daB das Genehmi- 
gungszentrum (13) weiterhin eine Bezahlungssam- 
meleinheit (1 7) zum Sammeln der Bezahlungen auf 
der Grundlage der Kartendaten enthalt. 

7. On-line-Verkaufssystem nach Anspruch 6, 
dadurch gekennzeichnet, daB das Dienstlei- 
stungszentrum (7) weiterhin eine Akkumulations- 
einheit (16) zum Summieren der Betrage der Be- 
zahlungsregelungen auf der Grundlage der Karten- 
daten in Ubereinstimmung mit jedem der mehreren 
Genehmigungszentren (13) enthalt. 

8. On-line-Verkaufssystem nach Anspruch 1, worin 
das Verkaufsangebots-Netzwerk (4) das Internet 
ist. 



Revendications 

1 . Systeme (1 ) de commerce en ligne, comprenant : 

(a) un systeme (2a a 2c) de magasin pour me- 
moriser des donnees de produit et fournir un 
centre commercial (3a a 3c) pour des produits 
par I'intermediaire d'un reseau (4) de centres 
commerciaux, 

(b) un systeme (5) d'utilisateur pourtelecharger 
les donn6es de produit provenant du systeme 
(2a a 2c) de magasin par I'intermediaire du re- 
seau de centres commerciaux (4) et transmet- 
tre les donnees de produit, des donn6es de re- 
glement de paiement de produit et des donnees 
d'utilisateur, par I'intermediaire d'un reseau (6) 
de paiement base sur un premier protocole, 

(c) un centre (7) de service pour recevoir les 
donnees de produit, les donn6es de reglement 
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22 



de paiement de produit et les donnfees d'utili- 
sateur, etdemander une autorisation de rfegie- 
ment de paiement par I'intermfediaire d'un rfe- 
seau d'autorisation de credit basfe sur un 
deuxieme protocole, different du premier pro- s 
tocole, obtenir I'autorisation de rfeglement de 
paiement, et effectuer le reglement de paie- 
ment, 

(d) un centre (13) d'autorisation pour recevoir 
une demande d'autorisation de reglement de *o 
paiement du centre (7) de service par I'intermfe- 
diaire du reseau d'autorisation de credit, et 
autoriser le reglement de paiement, 

dans lequel le rfeseau (4) de centres commer- is 
ciaux est un rfeseau qui peut etre accfedfe par des 
tiers, et le rfeseau (6) de reglement de paiement est 
un reseau qui est fetabli uniquement entre le syste- 
me (5) d'utilisateur et le centre (7) de service, et le 
rfeseau d'autorisation de credit est un reseau exis- 20 
tant utilise pour une autorisation de credit, 

caracterise en ce que le systfeme (5) d'utili- 
sateur transmet les donnfees de produit, les don- 
nfees de reglement de paiement, et les donnfees 
d'utilisateur, non pas au systeme (2a a 2c) de ma- 25 
gasin par I'intermediaire du reseau (4) de centres 
commerciaux, mais au centre (7) de service en se 
basant sur le premier protocole par I'intermediaire 
du reseau (6) de reglement de paiement, 

30 

que le centre (7) de service recoit les donnfees 
de produit, les donnfees de reglement de paie- 
ment, et les donnees d'utilisateur en se basant 
sur le premier protocole, modifie au moins les 
donnees de reglement de paiement de produit 35 
parmi les donnees recues de produit, et les 
donnees d'utilisateur, de manifere a s'adapter 
au deuxieme protocole, et demande I'autorisa- 
tion de reglement de paiement au centre (13) 
d'autorisation en se basant sur le deuxieme *o 
protocole par I'intermediaire du rfeseau d'auto- 
risation de credit, et obtient I'autorisation, et dis- 
tribue les donnfees du produit dont le reglement 
de paiement est autorisfe, et les donn6es d'uti- 
lisateur au systeme (2a a 2c) de magasin par « 
I'intermediaire d'une ligne de communication, 
amfene le systeme (2a a 2c) de magasin a re- 
cevoir les donnfees de produit et les donnees 
d'utilisateur, et exfecute un processus de livrai- 
son du produit, 50 
que des donnfees transmises entre le systeme 
(5) d'utilisateur et le systeme (2a a 2c) de ma- 
gasin par I'intermediaire du rfeseau (4) de cen- 
tres commerciaux sont seulement des donnees 
de produit qui sont tfelfechargees du systeme ss 
(2a a 2c) de magasin au systeme (5) d'utilisa- 
teur, et 

que le centre (7) de service communique avec 



le systeme (5) d'utilisateur par I'intermediaire 
du reseau (6)de reglement, avec le centre (13) 
d'autorisation par I'intermfediaire du rfeseau 
d'autorisation de credit, et avec le systeme (2a 
a 2c) de magasin par I'intermediaire de la ligne 
de communication, sans utiliser le reseau (4) 
de centres commerciaux. 

2. Systfeme de commerce en ligne selon la revendica- 
tion 1 , 

caracterise en ce que le systfeme (5) d'utili- 
sateur comprend un module (12) de chiffrement 
pour chiffrer au moins une partie sfelectionnfee des 
donnees de produit, des donn6es de reglement de 
paiement, et des donnees personnelles, et que le 
centre (7) de service comprend un module (14) de 
d6codage pour decoder la partie chiffr6e sfelection- 
n6e des donn6es de produit, des donn6es de regle- 
ment de paiement, et des donnfees personnelles. 

3. Systeme de commerce en ligne selon la revendica- 
tion 1 , caracterise en ce que le systfeme (5) d'uti- 
lisateur transmet les donnfees de carte ainsi que les 
donnees de reglement de paiement, et dans lequel 
le centre (13) d'autorisation autorise le rfeglement 
de paiement en se basant sur les donnfees de carte. 

4. Systfeme de commerce en ligne selon la revendica- 
tion 3, caracterise en ce que le module (9) de tfe- 
I6chargement telecharge les donnfees de produit au 
meme format d'une plurality de centres commer- 
ciaux different^ (3a a 3c), le module (11) de trans- 
mission transmet un jeu de donnfees de carte com- 
me donnees de rfeglement de paiement pour la plu- 
rality de produits tfeiecharges depuis la pluralitfe de 
centres commerciaux diffferents (3a a 3c), et que le 
centre (7) de service demande au centre (13) 
d'autorisation de rfegler collectivement la pluralitfe 
de produits avec un seul jeu de donnfees de carte. 

5. Systfeme de commerce en ligne selon la revendica- 
tion 4, caracterise en ce que le systfeme (5) d'uti- 
lisateur comprend en outre un module (10) de con- 
firmation de produit pour sfelectionner un produit a 
acheter parmi les produits tfelfechargfes. 

6. Systfeme de commerce en ligne selon la revendica- 
tion 1 , caracterise en ce que le centre (13) d'auto- 
risation comprend en outre un module (17) d'en- 
caissement de paiement pour encaisser le paie- 
ment en se basant sur les donnfees de carte. 

7. Systfeme de commerce en ligne selon la revendica- 
tion 6, caracterise en ce que le centre (7) de ser- 
vice comprend en outre un module (1 6) d'accumu- 
lation pour additionner des montants de rfeglement 
de paiement en se basant sur les donnfees de carte 
en correspondance avec chacun de la pluralitfe des 
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centres (13) d'autorisation. 

Systeme de commerce en ligne selon la revendica- 
tion 1 , caracterise en ce que le reseau (4) de cen- 
tres commerciaux est Internet. 
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Fig.2 



C 



START 



D 



USER CONNECTS SHOPPING MALL 



Si 

i 

S2 



USER SELECTS PRODUCT 
FROM SHOPPING MALL 




YES 



f 



COMMUNICATION 
VIA COMPUTER 
NETWORK 



7 



USER ENDS INTERNET SESSION 



S5 



USER SELECTS PRODUCT TO BE 
PURCHASED 



S6 



USER INPUTS PERSONAL DATA nJ 



S7 



S8 



USER INPUTS CREDIT CARD DATA 



COMMUNICATION 
VIA SETTLEMENT 
NETWORK 



C^SETTLEM ENT NETVVORK^5^ 



I 



S10 



SERVICES CENTER RECIEVES PRODUCT DATA. 
PERSONAL DATA. PAYMENT SETTLEMENT DATA. 



CONTINUED TO FIG. 3 



15 



EP 0 779 587 B1 



Fig.3 

CONTINUED FROM FIG.2 



SERVICE CENTER CHECKS 
CREDIT AUTHORIZATION TO 
APPROVAL CENTER 



S11 




NO 



S17 



SERVICE CENTER NOTIFIES 
USER SYSTEM OF SHOPPING 
COMPLETION 



SERVICE CENTER 
NOTIFIES USER 
SYSTEM OF SHOPPING 
UNACCEPTABLE 



SERVICE CENTER NOTIFIES SHOP 

SYSTEM OF PRODUCT DATA, 
PERSONAL DATA 



S14 



S15 



SERVICE CENTER SENDS 
INVOICE TO APPROVAL 
CENTER 



S20 



SHOP SYSTEM 
DELIVERS PRODUCT 
TO USER 



S16 



APPROVAL CENTER 
MAKES PAYMENT TO 
SERVICE CENTER 



S21 



SERVICE CENTER SETTLES 
PAYMENT TO SHOP 



I 



S22 



APPROVAL CENTER REQUESTS 
USER TO MAKE PAYMENT 
TRANSFER 
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Fig.7 



PERSONAL DATA ENTRY 



NAME(KANJI) : 
KANA LETTERS : 
ZIP : 
PREFECTURE : 
ADDRESS : 
PHONE NO. : 
DATE OF BIRTH 
AGE 



SEX 



BLOOD TYPE : 



ENTER DATA BELOW IF PRODUCT TO BE DELIVERD 
TO THE ADDRESS OTHER THAN ABOVE 



NAME(KANJI) : 
KANA LETTERS 
ZIP 

PREFECTURE : 
ADDRESS : 
PHONE NO. : 



CLICK OK BUTTON TO CONFIRM 

ABOVE ALL CORRECT 



OK 
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Fig.8 



34 



Credit Card Data Entry 



CHOOSE YOUR CREDIT CARD BEING USED 



AMEX 



ENTER YOUR CREDIT CARD NUMBER (16 DIGITS) 



ENTER YEAR AND MONTH GOOD THROUGH 
OF YOUR CREDIT CARD ABOVE 

(EX : DECEMBER 1999 = 9912) 

ENTER YOUR PASSWORD CODE (4 DIGITS) 



ENTER PAYMENT METHOD EH 

1. LUMP SUM 2. INSTALLMENTS 3. REVOLVING 

CLICK OK BUTTON TO CONFIRM 

ABOVE ALL CORRECT 



OK 
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Fig.9A 



AN IMAGE OF THE SCREEN FOR CONFIRMING 
THE USER'S FINAL INTENT OF PURCHASE 



CREDIT CARD ACCEPTANCE 




YOUR INDIVISUAL DATA AND CARD 
DATA ARE SENT. 



PRESS OK BUTTON BELOW IF ALL DATA IS CORRECT. 
ALL DATA IS NOW SENT TO CREPASS CENTER. 



FINAL CONFIRMATION 
MAY WE GO AHEAD 

WITH ORDERLING FOR YOU ? 



OK 



CANCEL 



Fig.9B 

THANK YOU VERY MUCH ! 



TRANSACTION NOW COMPLETED 
THANK YOU 
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Fig. 14 
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DELIVERY METHOD 


VARIABLE LENGTH 
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VARIABLE LENGTH 




SHOPPING MALL ID CODE 
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(SELL 


SHOP ID CODE 
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TERMS OF FREE CHARGE 
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LOWERMOST PURCHASE 
AMOUNT FOR FREE MAIL 
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Fig 1 5 



CONTINUED FROM FIG.14 











(SELL 


AVAILABLE 
CREDIT 
CARD 
DATA 




CARD TYPE 
DATA 


2 


ER DAT. 


PAYMENT 
METHOD DATA 


1 


> 


INQUIRY E-MALL ADDRESS 


VARIABLE 




NAME(KANA) 


20 




NAME(KANJI) 


30 


PERSC 


SEX 


1 


DATA OF BIRTH 


10 


> 
r~ 


BLOOD TYPE 


20 
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> 


PHONE NO. (HOME) 




> 


PHONE NO. (OFFICE) 


20 
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VARIABLE 
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VARIABLE 
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10 
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NAME (KAN A) 


20 


PRODUCT 
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DATA 


NAME(KANJI) 
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ADDRESS 
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ZIP CODE 
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USABLE 
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CODE 
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Fig.16 



(A) CREDIT NO. + PASSWORD + CREDIT CARD EXPIRATION 
(16 DIGITS) (4 DIGITS) (4 DIGITS) 

f 

CREDIT CARD DATA (24 DIGITS) 



(B ) CREDIT NO. = 1 2345678901 23456 
PASSWORD COOE =2468 
EXPIRATION =9903 (1999 MARCH) 



Fig.17 

EXAMPLE OF ENCIPHERMENT 1. 



(A) CREDIT CARD DATA + RANDOM NUMBER 1 
AFTER SCRAMBLE 



(B) SCRAMBLE METHOO OF CREDIT CARD DATA 

DIGIT 1 — DIGIT 2 
DIGIT 2 — DIGIT 3 
DIGIT 3 -* DIGIT 4 



DIGIT 23 — DIGIT 24 
DIGIT 24 — DIGIT 1 
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Fig. 18 



(A) SCRAMBLES 29 DIGITS OF 

CREDIT CARD DATA + RANDOM NUMBER 1 
(24 DIGITS) (5 DIGITS) 

(B) SCRAMBLE METHOD 



DIGIT 1 
DIGIT 2 
DIGIT 3 



— DIGIT 2 

- DIGIT 3 
-* DIGIT 4 



DIGIT 28 
DIGIT 29 



DIGIT 29 
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Fig.19 



(A) EXAMPLE OF ENCIPHERMENT 3. 



CREDIT CARD DATA + RANDOM + RANDOM 
AFTER SCRAMBLING NUMBER 1 NUMBER 2 



(B) .EXAMPLE OF ENCIPHERMENT 4. 

SCRAMBLES 29 DIGITS 

OF CREDIT CARD DATA (24 DIGITS) 

+ RANDOM + RANDOM 

NUMBER 1 (5 DIGITS) NUMBER 2 



(C) EXAMPLE OF ENCIPHERMENT 5. 

SCRAMBLES 35 DIGITS 
OF CREDIT CARD DATA (24 DIGITS) 
+ RANDOM + RANDOM 

NUMBER 1 (5 DIGITS) NUMBER 2 (6 DIGITS) 
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